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Prerequisite: before starting

|
In the “Authorization” tab of the new request, select “Inherit auth from Parent”
Order for Business API is protected with OAuth 2.0.

e The objective is to get the access_token.

e The access_token must be added to HTTP headers of each API call.

e The Postman authentication configuration is detailed in the annexes of this document
The API also requires the generation of an API-Key

e Your Orange Business Service API contact can provide you this API key.

e The API key must be added to HTTP headers of each API call.

e The headeris X-Api-Key.

& Postman
File Edit View Help
Home Workspaces - Reports Explore
2, API For Business New Import [ 1.New Collection GET New Reguest *
S| T = aee New Request
Collections

~ 1. New Collection

& cET New Request GET -
APls
params [ Authorization | Headers (7) Body  Pre-request Script

[=]
Environments
Type Inherit auth from parent
oeK S The authorization header will be automatically generated when
you send the request. Learn more about authorization 2
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Use case 1: Get all my orders

List all my orders without filter, sort, or paging

Use the new request created in the previous step

Request

e Method & URL: GET , https://api.orange.com/ordering/b2b/v2/requests

o Header: add x-api-key => Value provided by your administrator

Response
"HTTP Status code = 200" for a successful answer Body
Header you will receive 2 specific headers:

e X-Result-Count header, the number of orders
e X-Total-Count header, the number of all orders matching criteria.

demo.gcompte [ Track Order

GET ~  https:/fapi.orange.com/ordering/frib2b/v2 requests R t
eques
Params Authorization Headers (8) Body Pre-request Script Tests Settings q
Authorization & Bearer xj4Z6LIHMTdKLTXYoNBbGxfKROSX
Postman-Token (@ <calculated when reguest is sent=
Hest @ <calculated when reguest is sent=
User-Agent @ PostmanRuntime/7.28.3
Accept @ *f
Accept-Encoding (& gzip, deflate, br
Connection & keep-alive
x-api-key 5d9CSCrVtCgNkOgIkLMOBCyh2/8hyxUSkXab0]1fWDUHE7Z\V TsoyPA3WBe+5wz.

Body Cookies Headers (13) Test Results

Pretty Raw Preview Visualize JSON =
10
2 i
3 "id": "3-00286823",
4 ‘customerReference”: "#DEMO#", Response
5 ‘step”: "REQUEST",
& ‘priority”: "MEDIUM",
7 ‘customer”: i
8 'id": "33-@1257052",
9 ‘name”: "demo.gcompte”
1@ B
11 ‘comment”: "Ceci est un test ne pas traiter”,
12 ‘category”: "R_BVPN_S1A",
13 "type”: "R_BVPN_S1A",
14 ‘propertiss": {
15 ‘servicePoint": i
16 “id": "5-8@22276237"
17 1
18 B
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Use case 2: Filter the orders list

You have the possibility to filter a collection by adding to the URI some attributes.

Example: retrieve all my generic orders.

Request

Add the following parameters the previous request:

e type=C_GENERIC_S1

Response

List of your filtered orders in a json format

I GET w https://api.orange.comfordering/fr/ib2bjv2/requests?type=C_GENERIC_S1
Params @ Authorization Headers (8) Body Pre-request Script Tests Settings
Query Params Request
KEY VALUE
3 type C_GENERIC_S1
Key Value
Body Cookies Headers (13) Test Results
Pretty Raw Preview Visualize JSON =
10
2 i
3 "id": "Welx926@521",
4 "categoxry™: "MEW",
5 “isAchived”: false,
[ “customer”: {
7 "id": "33-@1287@s2", Response
3 “name”: "demo.gcompte”
9 -
10 "type": "C_EENERIE‘._S‘_L”,I
11 propertlies . 4
12 “domain”: "DATA™,
13 “installationPlannedAt": "2021-@5-23",
14 “location”™: {
15 “name”: "DEMQ ECE - GC GRP 2 ENT 1",
16 “address": I
17 "street”: "9 Route DE SAALES",
18 "postalCode”: "gBle0",
19 "city": "NANTES",
26 "country”: "FR"
21 I
22 “"primaryContact”: {
23 "firstName": "John™,
24 "lastName": "DOE",
25 "email”: "nicolas.sergent@orange.com”,
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Use case 3: Pagination of the orders list

The API provides a pagination mechanism with the following query parameters
e offset: The index of the first element to retrieve. Zero is the first item of the collection.
e limit: The maximum number of items to return.

e sort: The comma-separated list of field names to sort the result. Prefixing a field name with
a "-" sign will indicate a descending order.

Thanks to these 3 query parameters, you can retrieve orders page per page.

Example: to get the next 20 orders from the 10th order of the global list and ordered by the creation
date.

Request
Uncheck all the previous parameters in the “Query Params” list
Add the following parameters in the “Query Params” list

e offset=10
e limit=20

e sort=-createdBy

GET e https:/fapi.orange.comjordering/fr/b2b/v2/requests?offset=10&limit= 20&sort=-createdAt

Params @ Authorization Headers (8) Body Pre-request Script Tests Settings

Query Params

KEY VALUE
B offset 10
M imi 20
sort -createdAt
Response

List of 20 orders in a Json format
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Use case 4: Get details of an order

—
With the orders for Business API, you can retrieve all information about a specific order.
You only need the id of the order (you can retrieve it from the orders list).

Request

Uncheck all the parameters in the “Query Params” list

Add the id of the order (you can retrieve it from the orders list) to the URL :/{order_id}
Response

Your order in a json format

IGET v https:/fapi.orange.com/erdering/frib2b/v2/requests/WOSVL130721

Params @ Authorization Headers (8) Body Pre-request Scri Tests Settings
Query Params
KEY VALUE

|: | type C_GENERIC_S

Body Cookies Headers (11) Test Resul

Pretty Raw Preview Vigfialize JSON -~ =
1
2 I'ic ': "WEsVL13E@T21",
3 "category™: "NEW",
4 "izdchived": false,
5 "customer”: {
B "id": "33-81257052",
7 "name”: "demo.gcompte”
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Annexes: Configure APl OAuth 2.0 authentication in Postman

Step 1: Create a new Collection

File > New > Select “Collection”

@ Postman —

File Edit View Help

New Tab
New Runner Tab Ctrl+Maj+R
New Postman Window  Ctrl+Maj+N

Import.. Cirl+0

Settings Ctrl+Virgule
Close Window CtrleMaj W i
P Request WebSocket Request BETA Collection
Close Tab Ctrl+W Q\ - - y
jte a basic HTTP request . Test and debug your WebSocket Save your requests in a collection
Force Close Tab Alt+Ctrd + W connections for reuse and sharing
Exit

Avironment Workspace

E'_ Save values you frequently use in oo Create a workspace to build
an environment independently or in collaboration

Advanced

APl Documentation Mock Server Monitor
E Create and publish beautiful ﬁ Create a mack server for your in- Schedule automated tests and
check performance of your APls

documentation for your APls development APIs

o API
QO  Manage all aspects of API
design, development, and testing

Not sure where 1o start? Explore featured APIs, collections, and workspaces published by the Postman community.

Learn more on Postman Docs

Step 2: Configure OAuth 2.0 authentication
In the “Authorization” tab :

e Type : OAuth 2.0
In the configure “New Token Options” section :

e Token Name : Set a name to your Token

e Grant Type : Clients Credentials

e Access Token URL : https://api.orange.com/oauth/v3/token

e Client ID : info provided from your Orange Developer Account

¢ Client Secret : info provided from your Orange Developer Account
e Scope: @

e Client Authentication : Send as Basic Auth header
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New Collection ©® Watch 0

Authorization @ Pre-request Script Tests Variables

This autharization method will be used for every request in this collection. You can override this by specifying one in the request.

Type OAuth 2.0 v

The authorization data will be automatically generated when you send the reguest.
Learn more about authorization 2

Add auth data to Request Headers ~

Current Token

Access Token Available Tokens b

Header Prefix Bearer

Configure New Token

Advanced Options

Token Name Token API4B

Grant Type Client Credentials v
Access Token URL @ https:fjapl.orange.com/eauth/v2/toker
Client ID © I
Client Secret @ —

Scope @

Client Authentication Send as Basic Auth header v

& Clear cookies (@

Step 3: Get Access Token

Click on “Use Token”

MANAGE ACCESS TOKENS x

All Tokens Delete ~ Token Details

Token NSE 0421

Token APIAB Token Name: Token API4B &
Access Token I
Token Type Bearer
expires_in 7776000

The new token is displayed on the previous page in the “Current Token” section
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Current Token

Access Token Available Tokens ~

Header Prefix @ Bearer

Step 4: Create a new Request and use the OAuth 2.0 authentication
Create a new request into the Collection you have created previously

In the “Authorization” tab of the new request, select “Inherit auth from Parent”

& Postman
File Edit View Help

Home Workspaces Reports Explore

2, APl For Business New Import [ 1 New Collection CET Mew Request *
| T = ae New Request

Collections

~ 1. New Collection

Params Authorization Headers (7) Body Pre-reguest Script
[El

=
o,
7 o

Envirenments
Type Inherit auth from parent
=
Mack Servers The authorization header will be automatically generated when
you send the request. Learn more about authorization »

Monitors
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Orange API Specific Terms for Ordering API

Service Provider: Orange Business Services

The API Ordering allows the Customer to track and raise orders for Network products. Subject to the terms of these
Orange API Specific Terms for Ordering API, Orange Business Services will provide Customer with access to the Ordering
API upon Customer’s request.

1. DEFINITIONS.
All capitalised terms used in these Specific Terms will have the respective meanings given to such terms in the Orange
API General Terms or in the Agreement (as defined below), as applicable.

Agreement means the terms and conditions or agreement signed by Customer and Orange Business Services pursuant
to which Orange Business Services provides the Network Services to Customer.

Customer means the legal entity identified in the Agreement that receives the Supported Services and that uses the
Ordering API.

Supported Services means the Services (1) that Customer purchases from Orange Business Services pursuant to the
terms of, and as described in the relevant Service Description(s) in, the Agreement and (2) for which Orange Business
Services will provide the Ordering API. Orange will identify and may modify from time to time the Services for which the
Ordering API is made available.

Orange Business Services means the Orange Affiliate identified in the Agreement.

2. CONTRACTUAL DOCUMENTS

Ordering APl is only available if Customer has an existing Agreement with Orange Business Services for Supported
Services and has subscribed to Service Manage option when eligible. Use of the Ordering API is subject to the terms and
conditions of the Agreement, the Orange APIs General Terms, and these Orange API Specific Terms for Ordering API. In
case of any conflict or discrepancy between the Orange APIs General Terms, the Orange API Specific Terms for Ordering
API and the Agreement, the order of precedence shall be as follows: (1) these Orange API Specific Terms for Ordering
API, (2) Orange APIs General Terms, and (3) the Agreement, except that the Governing Law and Dispute Resolution
provisions in the Agreement will apply in lieu of those terms in the Orange API General Conditions.

3. SERVICE DESCRIPTION AND SPECIFIC CONDITIONS

3.1. CONDITIONS

Customer’s access to Ordering APl is not transferable. Ordering APl is available, and Customer represents and warrants
that all information and data made available through Ordering API will be, for Customer’s internal use and/or Business
Customer’s internal use only.

3.2. FEES

Ordering API is included the Supported Services charges. It is subject to "Commande fixe" or "Commande réseau" for
French customers. Orange Business Services reserves the right to modify API fees at any time upon written notification to
the Customer.

3.3. API MODIFICATION AND VERSION

Orange Business Services may modify or update the Ordering API at any time, and Orange will use reasonable efforts to
provide at least 30 days advance notice to Customer of any such update that Orange reasonably believes would materially
or adversely impact the Customer.

Orange Business Services reserves the right to suspend any version of Ordering API at any time. In such event, Customer
will be informed in advance and in a timely manner so that Customer may migrate to a newer version of the API.

3.4. API TERMINATION
Orange Business Services reserves the right to terminate Ordering API at any time. Orange will use reasonable efforts to
provide at least 60 days advance notice to Customer.

3.5. DISCLAIMER OF WARRANTIES

In addition to the disclaimer of warranties set forth in the Orange APIs General Terms, Orange Business Services
expressly disclaims any warranties, express or implied, that the information available on the Ordering API or any data
derived therefrom will be free from errors or omissions, and Orange Business Services will have no responsibility or liability
for any error or omission on the Ordering API or any information derived therefrom.

3.6. TECHNICAL REQUIREMENT

The Ordering API access will be available to Customer through a RESTFUL API (with HTTPS), and Customer is
responsible for providing and maintaining Internet connection and appropriate Internet application software for use with the
Ordering API.
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3.7. API SERVICE AVAILABILITY

Customer will report any failure or malfunction of the Ordering API (“Incident”) to Orange Business Services, and Orange
Business Services will address and manage the Incident in an effort to restore service, which may include providing
Customer with relevant documentation. Orange Business Services will use reasonable efforts to provide Ordering API high
availability and good response time for the API Calls.

Orange Business Services may suspend the Ordering API at any time for technical or operational reasons, e.g., to perform
maintenance, to implement an upgrade, etc. Maintenance periods will be communicated to Customer in advance.

3.8. APICALL LIMITATION

Orange Business Services reserves the right to implement a threshold applicable to the number of API requests per
minute (which will be identified and may be modified by Orange Business Services from time to time) to preserve the
quality of the service. All API requests that exceed such threshold will be rejected and a specific error code and associated
description will be returned.

3.9. CUSTOMER RESPONSIBILITY

When Customer or its Business Customer posts, modifies, submits or transmits information to or through the Ordering API,
Customer is fully and solely responsible for the changes that Orange Business Services makes to Customer’s Network
Services in reliance on such information, and Orange Business Services will not be responsible for any misconfiguration
related to such information.

Customer is responsible for the preservation and usage of the authentication information provided by Orange Business
Services. Customer will define and implement the appropriate and effective means to preserve confidentiality of the
Ordering API.

If Orange Business Services knows or reasonably suspects that the Ordering APl is being misused, Orange Business
Services may immediately require the Customer to cease all use of the API notwithstanding anything to the contrary and
without prejudice to Orange’s termination rights or remedies as otherwise set forth in the Orange APIs General Terms or in
the Agreement. In such event, the Customer agrees to cease using the API without any delay and to provide evidence to
Orange Business Services to demonstrate Customer's compliance. Orange Business Services will not be responsible or
liable for any misuse of the Ordering API or of any data included or made available as part of the API.

Customer may not reproduce, resell, or distribute the Ordering API or any reports or data generated by the Ordering API
for any purpose unless Customer has been specifically permitted to do so under a separate agreement with Orange
Business Services.

3.10. USE OF API/ DATA

Customer understands and agrees that Orange Business Services is collecting data regarding the Customer’s or its
Business Customer’s use of the Ordering API. Customer expressly agrees that Orange Business Services is permitted to
use, process and store this data as reasonably required to improve the API functionality and better services, subject to the
terms of the Orange APIs General Terms and/or the Agreement, as applicable, regarding Personal Data.
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